atron Privacy and the
USA PATRIOT Act

West Virginia Library Commission



= The Right of Privacy

= National Laws/Ethics
Regarding Privacy

= Chapter 10, Article 1, Section
22, WV Code

= “The police are here. What
do we do?”

= USA PATRIOT Act and the
library’s response




Please remember...

OT a lawyer!

on for libraries is having
oved policies in place and
in the procedures for

torne
ho are educat
ng them out.

ng procedure should be consistent
ever possible to protect the library and to
provide due process



customer /user

LY



JIhe Right to Privacy

@ Privacy is NOT protected
by Federal Law.

Bill of Rights
vacy is implied to
preserve rights guaranteed

by Constitution/ Bill of
Rights
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lawaii have laws protecting data held in
ary records

erally allow for transmittal of data for
orary purposes only

k = ect against search and seizure without due
) process, requiring subpoena or court order

= Generally provide for parents/guardians to
inspect/access the records of children



ical Considerations

nown as moral
oranch of

olves
matizing, defending, and
mending concepts of right
rong conduct. It comes

1e Greek word ethos,

1 means "character".
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y Bill of Rights

s: “Libraries should cooperate
and groups concerned with

abridgement of free expression and
access to ideas.” When users recognize or
at their privacy or confidentiality is
omised, true freedom of inquiry no
exists.
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Associatio

otect each library user's right to privacy and
mfidentiality with respect to information sought or
2cetved and resources consulted, borrowed, acquired
or transmitted.”
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est
Irginia’s
aw

hapter 10, Article 1, Section
) of the West Virginia Code




Vest Virginia Code
shEpter 10, Article 1, Section 22

1tial nature of certain library records

atio nilar records of any public
in this state which identify the user of library
Is are not public records but shall be
1itial and may not be disclosed except:
embers of the library staff in the ordinary
Of business;
2) Upon written consent of the user of the library
materials or the user's parents or guardian if the user is
" a minor or ward; or
(3) Upon appropriate court order or subpoena.




ized disclosure is made. A person disclosing
as authorized by subsection (a) of this section
iable therefor.



ywrienibers of the library
theordinary course of
DLsiness;

y means paid library

1teers or Board members are excluded.

egate” compilations of information used
rourse of business are not included as
5 identifiable information is excluded.



written consent of the
he library materials or
s parents or guardian if
(S a minor or ward;

d Guardians have the
cess information about
heir children




oy Circuit Judge, Magistrate,



West Virginia |

1 place reiterating the state

7 and in procedures to

- retain any information which you really

'ed.



And remember...

ibrary practices and procedures
ation on public view. Some

of postcards for overdue
es or requeste terials; staff terminals

d so that the screens can be read by the

; sign-in sheets to use computers or other
es; and the provision of titles of reserve
“requests or interlibrary loans provided over the
telephone to users’ family members or
answering machines.




Do NOT be afraid.

To access records or seize items,
officers must have a subpoena or
ourt order. Keep a copy.

explain the law and that
ld jeopardize their case.

m Assist the officers as much as
possible.

@ Keep a record of what items
were taken (receipt from officer),
identity of the officer, etc.

= Notify WVLC Library
Development






ased surveillance and search capabilities
FBI and federal anti-terrorism agencies

s federal officials to search/seize library
s with court order, subpoena or
“National Security Letter”

@ Prohibits library staff from informing the
subject of anything about the investigation



What to do BEFORE the feds
arrive. ..

@ Consult with legal counsel

= Review policies and train
staff
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NVhat to do WHEN t

arrive. ..




What to do AFTER the feds

- |leave...

| counsel, WVLC and WVLA
Qmmittee



“ommendations...

les and train staff

INNecessary persons.

aced with such a situation, document
rything and keep copious notes



REMEMBER....

unnecessary records. Only record a
identifiable information when
icient operation of the library.

id retaining reco at are not needed for
nt operation of the library. Check with your local
ing body to learn if there are laws or policies
ing record retention and in conformity with
aws or policies, develop policies on the length of
ecessary to retain a record. Ensure that all kinds
an es of records are covered by the policy,
including data-related logs, digital records, and system
backups.



EMBER...

tention policies are in place,

s are destroyed or archived
cannot destroy records
om law enforcement

process.



REMEMBER ..

ibrary practices and procedures
ation on public view. Some

of postcards for overdue
es or requeste terials; staff terminals

d so that the screens can be read by the

; sign-in sheets to use computers or other
es; and the provision of titles of reserve
“requests or interlibrary loans provided over the
telephone to users’ family members or
answering machines.




nally, remember...

t there is no affirmative duty to
nformation about library



after the training sessions.



John Paul Myrick, Director

Library Development Division
West Virginia Library Commission
State Culture Center

1900 Kanawha Boulevard, East
harleston, West Virginia 25305
lephone: 304 558 3978

ail: john.p.myrick@wv.gov
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